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Authentication & Authorization
History

Biometrics (Hi, | recognize you)
Secret Handshakes
Passwords

Language and accents




Authentication

How do | know you are who you say you e

ComPrisecl of multiple factors

* SOmet"ning you are (userID, biometrics)

* SOme’minggou ‘(ﬂOW (PaSSWOFCb

*  Something you have (SecurlD Token, cligital certificate)

Current tlﬁinking s that the question of

1

authentication should be kept separate from

!

authorization




AuthN - Location (IP) Based

o Not even worth a slide to talk about

o |Pdoes NOT equal iclentitg

* NAT, Wireless) proxy, spyware infected machines) ctE

° On|9 mentioned because some still do this




AuthN - UserlD/Password

o UserlD - Who | am
o Password - What | know

+ Bad Passworcls are subject to brute force

(dictionarg attacks)

* Bad Passworcls e clid:ionarg words, short Passworcls, or easilg

guess-able with some knowledgé of the user

Good Passworcls are long, comprised of numbers, Iet’ters, and

sgmbols, and easy for the user to remember-.




AuthN - UserlD/Password

& Fros

S L Commor unclerstoocl, & accel:)ted bg users
* Supportecl 59 virtua”g all applications

* Requires no additional hardware (easg to roll out)

o Cons

* Users g@ﬂ@f’&”g ClO not DiC‘( gOOCl PBSSWOFCIS

* Sgsaclmins often make ~assword Policg too lenient or too strict

- nllsers may not Protect sassword - or worse, share it




AuthN - Kerberos

2 Developecl bg MIT, goH standard for
enterprise authentication

* works over insecure networks (Passworcl Revels transmittecl)
* Single sign on

S Sllseraeiss TGT which is then used to reques’t service tickets

* ComPIicatecl, but Provicles a lot of security for

authentication




AuthN - Kerberos

® Pros

> Singlesign on
€ . Secure

* (Users and applications can be authenticated

o Cons

. ComplicatecJ to set up and administer
*  KDC is the basket with all the eggs, must be guarclecl caréncu”g

SNt historica”g well suPPortecl bﬂ end user apps




AuthN - PK]

Public key crgl:)togral:)hg VS sgmmetric

Certificate hierarclﬁg

o  OHline validation

Data Security (encrgl:)tion)
Data integrit9 (cligital signature)




AuthN - PK]

& Fros

* Versatile - SSL, S/MIME, PDF signing, etc.

* Recognizecl as strong, inclustr9~wicle and Iegaug

& Cons

Only as secure as the Protection oac the Private ‘<€9
cumbersome, unintuitive, difficult to do right
Certificate Authoritg oligopolg

“PK” is easy, the “I” is difficult




AuthN - Biometrics

o Oldest authentication known to man

* Fingerl:)rint, retina & iris scan, voice, hand

Print, tgping pattern, facial recognition

+ While humans are suited to authenticate

biometrics, computers are not.




AuthN - Biometrics

& Pros

* Cannot bC 685”9 sharecl or gU€SSCCl

& Cons

* Expensive (rec]uires speciahzed harciware)
lmPossiblc to erase or change “‘@9”
Not 100% Pemcect (False Positives & false negatives)

Unintended consequences ~ is what you are Protecting worth

more than your ﬁnger?




AuthN - Passfaces

Passmcaces 1S a commercial Procluct that takes

an innovative aPProach to authentication

The user’s Passworcl s a series of faces, which

theg choose from a “line uP”

‘.f:asg to remember and hard to share

Not used at PSU)just an examl:)le of something

novel in the world of authentication




Authorization

O|<, you are who you say you are, what are

you allowed to do?

Can be centra”g managecl O managecl at the
el

Not as well understood as authN

An area where we (PSU)) are very much on the

clikh ng ed ge.




AuthZ - UserlD Lists

Most common AuthZ method

Not easilg scalable

'f:asy to implement, ditficult to manage

Not centralized, must be maintained at each

appllcatlon.




AuthZ - DCE & MS Kerl

GrouP based authorization

Centra”y managcd groups

Groul:) membership sent with authN token

History, this is how PSU handled authz
AuthN & AuthZ combined into a single token




AuthZ - LDAP

Gf’OUP bBSCCl and centra”y managecl

Groul:) membership 1S queriecl rather than send
along with authN token.

PSU’s future direction

BPEE concel:)t of user managecl groups and

groups within groups 1S being clevelol:)ecl




AuthZ - SAML

Security Assertion l\/\amul:) Language

OPen standard createc bﬂ OASIS, used bg

many corPorate Proclucts

XML schema for asserting authN & authz

Builds on PK] bg signing and/or encrypting

assertions.

Sel:)arates AuthN & Authz




Tging it all Together e

Kerberos Authentication

| DAP based groups for authorization

PU FPOSCS

Need for both internal & external icientitg
management

*  With external IdM, Privacy becomes a big iIssue




WebAccess (CoSi gn)

Web single sign on l:)rojed: (web onlg)
Open source cle\/elopecl at University of
Michigan

Builds on Kerberos and PKI

Architecture is ideal for internal use, but onlg

internal use

Passes Kerberos credentials when needed




WebAccess (CoSi gn)

* [wo coml:)onents, login server and web filter
* Web filters available for APache, IS, & Java Servlets

Session cookies are used, not shared across

domain

Sensitive information is Passecl over an
encrgpteci connection clirectlg between web

server and login server




bAccess @ PSU

Portal & Webmail

s Both require Kerberos credentials (actua”g DCE) to access

S

clownloads.its.losu.eclu

www.work.psu.eclu

Shibboleth



http://www.work.psu.edu
http://www.work.psu.edu

Shibboleth

Inter-institutional IdM

*  works with any internal AuthN & Authz setup

Builds off of SAML & PKJ

Designecl with Privacg in mind, robust control

of which attributes can be released where

Becoming Popular with federal government,

Iibrarg VéﬂClOFS, ancl CcCOoursc managemcnt BPPS.




Shibboleth

* Coml:)risecl of lclentitg Providers & Service

Providers

o All communication happens Via signecl SAM

assertions

s PSU was one of the first Shibboleth trials




Shibboleth @ Psu - Webassign

Phgsics course management system
First Procluction shibboleth use
Replacecl ssn-based Passworcl
Dynamic account creation

80% decrease in helpclesk calls




Shibboleth & PsU - Napster

Napster neecls a sgs’tem 1Cor account

registration (one account per stuclent)
PSU needs to Protect student’s Privacg
Shibboleth TargetecllD solved both needs

7o) Prototgl:)ecl the now standard Nal:)ster

aPProach to account creation using Shib.




Final Thoughts

s We have {:airlg complicated securitg

requirements
* Thisis bad from a security Persl:)ective, is not likelg to Change

o When Possible, we Prcncer to build upon the

OPCH stanclarcls ancl SOIUtiOﬂS WE hBV@.

» ldentitg management Is still very immature,
universities, government, and business are all

currentlg grappling with it.




fjligatorg Final Slide

+ Questions, comments, heckling’?
o Thank you

o email: merO@Psu.eclu




