


What is SAML?

o A method of rePresenting authentication
and authorization data in XML

> Develol:)ecﬂ bg OASIS, Version 2.0 was
released March 2&E)

* Used bg Shibboleth. Libert9 Alliance,

and Lionshare
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PROFILES
(How SAML protocols, bindings and/or assertions combine to support a defined use case)

BINDINGS
(how SAML Protocols map onto standard messaging or communication protocols)

PROTOCOL
(Request/Response pairs for obtaining Assertions and Federation Management)

ASSERTIONS
(Authentication, Attribute and Authorization Information)




Sample SAML Assertion

<Assertion AssertionID="fcd0b7£f-8296-4e5b-91e5-5bc042100323" Issuelnstant="2003-01-16T17:05:58Z"
Issuer="psu.edu” MajorVersion="1" MinorVersion="0">
<Conditions NotBefore="2003-01-16T17:05:58Z"” NotOnOrA fter="2003-01-16T17:05:58Z">
<AudienceRestrictionCondition>
<Audience>http://middleware.internet2.edu/shibboleth/clubs/clubshib/2002/05/</Audience>
</AudienceRestrictionCondition>
</Conditions>
<AttributeStatement>
<Subject>
<Nameldentifier NameQualifier="psu.edu”>b8d3d86c-03e3-4582-b6c8-8340cc9fd0f1</Nameldentifier>
<SubjectConfirmation>
<ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:Bearer
</ConfirmationMethod>
</SubjectConfirmation>
</Subject>
<Attribute AttributeName="urn:mace:eduPerson:1.0:eduPersonPrincipalName”
AttributeNamespace="urn:mace:shibboleth:1.0:attributeNamespace:uri”>
<AttributeValue xsi:type="typens:eduPersonPrincipalNameType”>mxe20</Attribute Value>
</Attribute>
</AttributeStatement>
</Assertion>




New in SAML. 2.0

° Pseuclo—-anongmous Handle
* |dP Discoverg
° Encrgl:)tion for individual attributes)

name identifiers, and entire assertions
» Attribute Profiles
* Session Management

) Privacg Mechanisms




OPCHSAML

* Set of Java and C++ classes to build,

transport, and parse SAML Assertions

S lmplements HTTP-POST & SOAP
SAML Profiles

) Develol:)ec DY Internet2

* Open Source




Vendor SuPPort

* |[IBM WCIDSPhere announced suPPor‘c for
SAML in November 2005

> Oracle, Computer Associates, and RSAs
iclentitg management software alreaclg
sul:)[:)orts SAML 2.0

* More soFtware integration Plannecl




WS-Fed

« Introduced 139 Microsoft & IBM as an
alternative to SAML

« Both Previouslg were involved in

SAML working group
g lnterop being worked on, noboclg knows

for sure at this Point how much interop.










